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Abstract : Steganography is an art to hide the existence of 

important information in a cover file. It is an information hiding 

technique which is used for sending and receiving confidential 

data over internet. Steganography is done in two part first is to 

embed data in regular computer file and the second part to extract 

that information. Secret data can be embed in various regular 

computer file but video files plays an important role by providing 

more embedding space. This paper will provide a survey of various 

research papers on video stegnography. 

 
I.INTRODUCTION 

In today’s world internet increase the communication speed 

to send receive data so digital communication is overtaking 

other means of communication. But with many advantages 
their some disadvantages and one of main issue is data 

security. When highly confidential data send through the 

insecure environment then there is   chance that the data may 

be lost, tempered or modified by some intruders so there is 

many ways to overcome this and one of them is 

steganography. Steganography is an art of hiding or 

concealing the confidential data in the regular computer file 

(such as in text, image, audio, video file). The word 

steganography is the combination of ancient Greek word 

“steganos” means “covered or hidden” and “graphein” means 

writing.  Steganography is not a new technology it is present 
in 440 BC at time of Herodotus so it is not new only its 

methods are changing with time. Past of steganography is as 

follows:  

– Hidden messages within wax tablets. 

– Hidden messages on messenger's body. 

– Invisible ink. 

– Postage stamp. 

– Secret inks etc. 
There are many information hiding technique to hide secret 

data such as cryptography , watermarking and stegnography. 

But there is some confusion between Cryptography and 

Steganography. Cryptography is a method to hide content of 

secret message and steganography is a method which hides 

the fact that the secret message is being sent, and it also hide 

the content of message. Types of steganography methods 

given below in fig 1 .In text steganography secret message is 

embed in a text file for secret communication but its 

embedding capacity is low. In image steganography secret 
message is concealed in an image file by replacing noise bits 

with the message bits but its embedding space is low and 

original image can be degrade after the embedding of 

message  . Audio steganography is an good choice but 

distortion may  

be occur in file after data hiding. Video steganography 

overcame the above problem i.e. embedding capacity and 

enhance security of message . 

 

                  
Fig1 : Type of steganography 

An art to hide message in a cover file (video) is called 

Steganography and to extract the secret message from video 

file is called Steganalysis .The block diagram of 

Steganography and Steganalysis is given below: 

 

                
 

Fig2:Block diagram of steganography and steganalysis [16] 

 

Video steganography provide large amount of space to hide 

secret message because it provide large number of frame per 

second so in the field of information hiding video 

steganography plays an important role . Embedding capacity 

is most important in the field of steganography which is 

available in video files. In video steganography a video is 

converted into the frames and in these frames secret 

information is embedded. In this paper we will discuss some 

research papers on the video steganography using various 
type of techniques.  
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II.LITERATURE REVIEW 

In this paper  Changyong Xu et al [1] was proposed a 

technique to embed  data in the compressed video file using 

DCT . Secret information is embedded in the motion vectors 

which are having larger magnitude in the p-frame and b-
frame. And i- frame contain data to extract the secret 

information from the stego file. Algorithm proposed in this 

paper reduces the distortion in the   video after embedding 

data in compression when modifying all the motion vectors. 

But message will not survive in the complicated video 

processing file. 

In this paper ShengDun Hu et al [2] was proposed a method 

to embed an uncompressed video file in a video file which is 

having same size by using non- uniform rectangular partition 

method along with optimal quadratic approximation 

principal. Factors of non uniform partition process are initial 

partition, bivariate polynomial and control errors. Here bits 
of the secret message are embedded in the least-4 significant 

bits of every frame. But its calculation is very complicated.     

In this paper Tomonori Furuta et al [3] was proposed a 

method in which secret data is embedded into a 3-D wavelet 

transformed video by using BPCS (bit – plane complexity 

segmentation) and 3-D (SPIHT) set partitioning in 

hierarchical trees. Degradation in the video quality is not 

noticed by humaneye but some where this method not robust.  

In this paper Shashikala Channalli et al [4]  was proposed a 

steganography  method to embedded a secret information  on 

an  image which is displayed publically such as on 
advertising board using symmetric key steganography   

technique and LSB technique . This method is simple and 

easy to implement and provide a secure communication 

between two parties.  

In this paper Prof. D P Gaikwad et al [5] was proposed a 

method to hide variable size secret data in an cover file . If 

size of secret data to be embedded is large then data is 

compressed before hiding. LSB steganography technique is 

used along with LZW compression technique and AES 

encryption technique. Here only first and second party is 

allowed to extract the data. But secret data may destroyed 

stego file is slightly modified. 
In this paper Prof. Dr.P. R. Deshmukh,Bhagyashri 

Rahangdale et al [6] was proposed a video steganography 

method to embed a secret information in multiple frames of 

video using hash based LSB . Here hash function is used to 

select 8-bits of message at a time and then embed these bits 

in LSB of RGB pixel [6]. Here stego key is used to extract 

the information from stego file. Proposed method provides 

security against tempering and also provides a secure 

communication between two parties. 

In this paper Kousik Dasgupta et al [7] was proposed a 

spatial  domain technique for  video steganography to hide 
secret data in the video frames  using hash based lest 

significant technique . Here hash function is used to find the 

position to embed the message bit in the LSB . Proposed 

method provide maximum payload but video quality is little 

bit affected.  

In this paper Ankit Chaudhary et al [8] was proposed a 

steganography method to embed text information in lossless 

RGB image [8]. Here message is not hidden at specific 

position it is spread on full image using randomisation and 

hash function. Here color channels are used to increase the 

embedding capacity of image and also enhance the 

compression technique. While embedding image quality is 

maintained and also increase the storage capacity. 
In this paper A. Hamsathvani et al [9] was proposed a 

method to embed an image in a video using an hybrid 

technique of DWT (discrete wavelet transform ) and SVD

 (singular value decomposition ) . By pre processing 

the video noise is removed and then video is converted into 

the frame and MSE (mean square error) is of every frame is 

calculated. The frame which is having lowest MSE is chosen 

to embed the data. Here imperceptibility and robustness is 

achieved. 

In this paper A. Swathi et al [10] was proposed a video 

steganography method to embed secret data in the video. 

LSB technique and polynomial equation are used here. 
Polynomials equations are used to find specific location in 

the specific frame of the video to embed the binary bit of the 

secret data in the video here polynomial coefficient are used 

as stego key. Polynomial equation increases the capacity of 

cover file to hide the message bit. 

In this paper Saurabh Singh et al [11] was proposed a 

steganography method using LSB technique. Here image is 

used as a secret data and it is hided inside  the cover video 

.The pixel information of source image is hided in the 

destination video frames such that each row of pixel is hided 

in first rows of  multiple frames of target[11] . It is a secure 
method to send data but it is a slow process when applied in 

big industries.   

In this paper K. Steffy Jenifer [12] was proposed a method 

using LSB technique. Here video file is converted into the 

frames and image file is hided in the cover file using masking 

– filtering and transformation technique. Here image file is 

hided at a specific location. Advantages of the method are 

user friendliness, simple and secure and provide high payload 

but because of its simplicity an intruder can easily attack. 

In this paper Poonam V Bodhak [13] was proposed a video 

steganography method to hide secret data in the frames of 

cover file. Here LSB technique is used along with DCT 
compression technique. Here message bits are embedded in 

DCT coefficients. Before embedding secret message is 

converted into the binary form and cover file is compressed. 

Quality of video is maintained after embedding also. 

Advantages of this method are platform independent, 

portability and consistency. 

In this paper Sateesh Gudla [14] was proposed a audio and 

video steganography method to hide secret data using LSB 

technique along with deffie  hellman key exchange method . 

Here unique key is used to secure communication between 

two parties. Secret message is embedded in the 4-LSB of 
RGB pixel of audio and video file. Here diffe hellman key 

exchange method is used to find position to insert data in 

LSB by generating an index.   

In this paper S.Chitra et al [15] was proposed a video 

steganography method to embed secret information in the 

video file. Here hash function is used to generate index 

values and these values are used to insert message bits in the 
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LSB of RGB pixel. Limitation of this method is that it will 

limit the embedding capacity of frame to hide secret 

information and an intruder can easily modify the secret 

message.  

III.CONCLUSION AND FUTURE WORK 

In this paper various video steganography methods are 
analyzed such as steganography using LSB, DCT, DWT, 

Deffie hallmen key exchange, Hash function, MSE, 

Polynomial equation. But existing technique suffers from 

several limitation such as embedding capacity, security and 

image degradation. In Future we will try to improve video 

steganography. 
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