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Abstract: Image steganography is the art of hiding information. In this technique data is embedded into an image. Bits 

of information are placed in pixel values of image so that attacker cannot find out where data is hidden. In this paper 

a new information hiding method is proposed. In this method we have used the concept of spatial domain for hiding 

and retrieval of the information i.e. the use of pixel values. In this paper we have used the LSB and MSB pixels for 

hiding and retrieval of the message. Also the advantages and disadvantages of the proposed method have been 

discussed. 
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I. INTRODUCTION 

With the growth of computer network, security of data has 

become a major concern and thus data hiding technique has 

attracted people around the globe. Steganography techniques 

are used to address digital copyrights management, protect 

information, and conceal secrets [1]. Data hiding techniques 

provide an interesting challenge for digital forensic 

investigators. Data is the backbone of today’s 

communication. To ensure that data is secured and does not 

go to unintended destination, the concept of data hiding came 

up to protect a piece of information. Digital data can be 

delivered over computer networks with little errors and often 

without interference. The Internet provides a communication 

method to distribute information to the masses. Therefore, 

the confidentiality and data integrity are required to protect 

against unauthorized access and use. Steganography and 

cryptography are two different information hiding 

techniques, where we transform the message so as to make it 

meaning obscure to a malicious people who intercept it. 

Steganography relies on hiding message in unsuspected 

multimedia data and is generally used in secret 

communication between acknowledged parties. The 

technique replaces unused or insignificant bits of the digital 

media with the secret data. The concept is to embed the 

hidden object into a significantly larger object so that the 

change is undetectable by the human eye. All digital file 

formats can be used for steganography, but the formats those 

are with a high degree of redundancy are more suitable.  The 

redundant bits of an object are those bits that can be altered 

without the alteration being detected easily. The most popular 

cover objects used for steganography are digital images. 

Digital images often have a large amount of redundant data, 

and this is what steganography uses to hide the message. 

Cryptography merely obscures the integrity of the 

information so that it does not make sense to anyone except 

the creator and the recipient. Steganography could be 

considered as the dark cousin of cryptography. Cryptography 

assures privacy whereas Steganography assures secrecy [2]. 

Steganography and cryptography are both used to ensure data 

confidentiality. However, steganography differs from 

cryptography in the sense that the cryptography focuses on 

keeping the contents of a message secret, steganography 

focuses on keeping the existence of a message secret. Thus, 

with cryptography anybody can see that both parties are 

communicating in secret. Steganography hides the existence 

of a secret message in such a way that nobody can see that 

both parties are communicating in secret. 
The basics of embedding data rely on three different facts i.e. 

capacity, security, and robustness. 
Capacity means the media on which the data is to be hidden 

should hold the data, so that the complexity of the medium 

should not be disturbed [7]. Security means the embedding 

algorithm is said to be secure if the embedded information 

cannot be removed beyond reliable detection by targeted 

attacks [8]. Finally, robustness means the amount of 

manipulation a cover image (original image) can handle 

without drawing any attention that a change has taken place. 

Steganography and cryptography have to guarantee any of 

the requirements. Steganography and Cryptography are 

parallel data security techniques and the techniques can be 

implemented side by side, in fact steganographic system can 

implement cryptographic data security. With cryptography 

we can protect the message but not hide its existence. 

Steganography pay attention to the degree of invisibility 

while cryptography pays attention to the security of the 

message. Once the presence of hidden information is 

revealed or even suspected, the purpose of steganography is 

partly defeated. The strength of steganography can thus be 

increased by combining it with cryptography. 

II. PROPOSED METHOD: 

In this method, first and last bits of image are extracted from 

pixels values of an image. The possible combination of these 

two bits are 00, 01, 10 and11. If we want to embed 0 and the 

combination are 00 and 11 then 0 is embedded but if the 

combination are 01 and 10 then they are made 00 or 11 by 

adding or subtracting 1 from the least significant bit. If the 
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data bit is 1 and the combinations are 01 and 10 then the data 

bit is embedded otherwise if the combinations are 00 and 11 

then they are made 01 and 10 by adding or subtracting 1 from 

the lsb. At the time of retrieval if the combinations come out 

to be 00 and 11 then the data bit is taken as 0 otherwise it is 

taken as 1. The algorithm for our method is given below:  

Step1: Import image using imread() function. 

Step2: Select image and convert into gray scale using 

formula rgb2gray(RGB) using the following formula: 

j=0.2990*R(i)+0.5870*G(i)+0.1140*B(i) 

Step 4: Embed encrypted text into image. 

Step 5: Decrypt text from image. 

Step 6: Retrieve the text.  

FLOWCHART OF THE PROPOSED METHOD 

The flowcharts for insertion and retrieval of message bits 

using the proposed technique are given below which 

describes the process briefly: 

 

Figure 1: Flowchart depicting insertion of message bits 
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Figure 2: Flowchart depicting retrieval of message bits 

ALGORITHM FOR INSERTION OF MESSAGE 

(i) Find the pixel location (L) in cover image from secret 

key to insert the message bit.  

(ii) If we want to insert 0 then go to step (iii) else go to step 

(iv).  

(iii) (a) If bits are 00 or 11 then insert then no change is 

required message bit is already there. 

(b) If bits are 01 and10 make them 00 or 11 by adding or 

subtracting 1. 

(iv) (a) If bits are 01 or 10 then no change in message bits. 

(b) If bits are 00 and11 make them 01 or 10 by adding or 

subtracting 1. 

(v) END 

ALGORITHM FOR RETRIEVAL OF MESSAGE: 

(i) Trace out the location (L) from the same secret key as 

used for insertion of message.  

(ii) Check at location (L):  

(a) If first and last bits are 00 or 11 then message bit is 0.  

(b) If first and last bits are 01 or 10 then message bit is 1 

(iii) END 

III. RESULTS AND CONCLUSION 

The following results obtained from Table 1 and Table 2 tells 

us how our method is better than previous methods.  

(i) The message bit will be inserted at the pseudo random 

location at first chance   

 

= 512/512*100= 100%  
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(ii) Chance when message is inserted, no change in pixel 

value is required  

 

= 258/512*100= 50.39% 

Table 1: Change in pixel value after insertion of ‘0’ 

Decimal 

value 

Pixel value 

before 

insertion  

Pixel value 

after 

insertion  

Change 

in Pixel 

Value & 

Comment 

0 00000000 00000000 NC, Insert  

1 00000001 00000000 -1 insert 

2 00000010 00000010 NC ,Insert  

3 00000011 00000010 -1,insert 

4 00000100 00000100 NC, Insert  

5 00000101  00000100 -1,insert 

6 00000110  00000110  NC, Insert  

7 00000111  00000110 -1,insert 

8 00001000  00001000 NC, Insert  

9 00001001  00001000 -1,insert 

10 00001010  00001010  NC, Insert 

11 00001011  00001010 -1,insert 

12 00001100  00001100  NC, Insert 

13 00001101  000011010 -1,insert 

14 00001110  00001110  NC, Insert 

15 00001111  000011110 -1,insert 

-    

-    

-    

127 01111111  01111110 -1,insert 

128 10000000  10000001 +1,insert 

-    

-    

254 11111110  11111111 +1,insert 

255 111111111  111111111 NC, Insert 

Table 2: Change in pixel value after insertion of ‘1’ 

Deci

mal 

value 

Pixel value 

before insertion 

Pixel value 

after 

insertion  

Change in 

Pixel 

Value & 

Comment 

0 00000000 00000000 +1, insert 

1 00000001 00000001 NC, insert 

2 00000010 00000011 +1 ,Insert  

3 00000011 00000011 NC, insert 

4 00000100 00000101 +1 ,Insert  

5 00000101  00000101 NC, insert 

6 00000110  00000111 +1 ,Insert  

7 00000111  00000111 NC, insert 

8 00001000  00001001 +1 ,Insert  

9 00001001  00001001 NC, insert 

10 00001010  00001011  +1 ,Insert  

11 00001011  00001011 NC, insert 

12 00001100  00001101 +1 ,Insert  

13 00001101  00001101 NC, insert 

14 00001110  00001111  +1 ,Insert  

15 00001111  00001111 NC, insert 

-    

-    

-    

127 01111111  01111111 NC, insert 

128 10000000  10000000 NC, insert 

-    

-    

254 11111110  11111111 NC, insert 

255 11111111 

 

11111110 +1, Insert  

 

NC = No Change 

In given fig 3 and 4 shows the cover image Lenna with its 

stego image. The PSNR and MSE values have been shown 

between original Lenna cover image and Lenna stego image 

and their histogram also shown in figures 5 and 6 

      
    Fig 3   Fig 4 

PSNR between Image (1) and Image (2) = +42.01 

MSE between Image (1) and Image (2) = 0.0071 

 
Fig.5 Histogram of Original Image   
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Fig 6: Histogram of Stego Image 

Fig.7 and 8 shows the cover image Baboon with its stego 

image. The PSNR and MSE values have been shown 

between original Baboon cover image and stego Baboon 

image and their histogram also shown in figures 9 and 10. 

   
Fig 7   Fig 8 

PSNR between Image (1) and Image (2) = +46.04 

MSE between Image (1) and Image (2) = 0.0044 

 
Fig 9: Histogram of Original Image 

 
Fig 10: Histogram of Stego Image 

From the above discussion, we can say that our method is 

better than the other methods for the following reasons:  

(a) It provides 100% for message insertion.  

(b) Change in image required is less than previous methods.  
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