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Abstract: Wireless Sensor Network is fast growing technology used in surveillance, military, and other emergency
applications. It provides a very fast and low cost data transmission, but due to battery constraint in sensor nodes
used to collect or transmit the information, their use is limited. A great number of researchers are working to
minimize the energy consumption but along with this security of protocol shouldn’t be breached. At present
TinyOS is used in the WSNs to transmit and receive data. In our paper we have collected various research papers
of good journals which worked on data security protocol along with consideration of energy minimization. On the
basis of which we suggested the future modifications, which will be discussed in revised version.
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I.

INTRODUCTION

Wireless Sensor Networks have emerged as an important
new area in wireless technology. In the near future, the
wireless sensor networks are expected to consist of
thousands of inexpensive nodes, each having sensing
capability with limited computational and communication
power which enable us to deploy a large-scale sensor
network. A wireless network consisting of tiny devices
which monitor physical or environmental conditions such
as temperature, pressure, motion or pollutants etc. at
different areas. Such sensor networks are expected to be
widely deployed in a vast variety of environments for
commercial, civil, and military applications such as
surveillance, vehicle tracking, climate and habitat
monitoring, intelligence, medical, and acoustic data
gathering. The key limitations of wireless sensor networks
are the storage, power and processing. These limitations
and the specific architecture of sensor nodes call for
energy efficient and secure communication protocols. The
feasibility of these inexpensive sensor networks is
accelerated by the advances in MEMS (Micro
Electromechanical Systems) technology, combined with
low power, low cost digital signal processors (DSPs) and
radio frequency (RF) circuits. They consists of a radio
transceiver, microcontroller, power supply, and the actual
sensor. The sensing circuitry measures ambient condition
related to the environment surrounding the sensor and
transforms them into an electric signal. Processing such a
signal reveals some properties about objects located and/or
events happening in the vicinity of the sensor. The sensor
sends such collected data, usually via radio transmitter, to
a command center (sink) either directly or through a data
concentration center (a gateway). Normally sensor nodes
are spatially distributed throughout the region which has to
be monitored; they self-organize in to a network through
wireless communication, and collaborate with each other
to accomplish the common task.Basic features of sensor
networks are self-organizing capabilities, dynamic network
topology, limited power, node failures and mobility of
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nodes, short-range broadcast communication and multihop routing, and large scale of deployment . The strength
of wireless sensor network lies in their flexibility and
scalability. The capability of self-organize and wireless
communication made them to be deployed in an ad-hoc
fashion in remote or hazardous location without the need
of any existing infrastructure. Through multi-hop
communication a sensor node can communicate a faraway
node in the network. This allows the addition of sensor
nodes in the network to expand the monitored area and
hence proves its scalability and flexibility property. The
key challenge in sensor networks is to maximize the
lifetime of sensor nodes due to the fact that it is not
feasible to replace the batteries of thousands of sensor
nodes. Therefore, computational operations of nodes and
communication protocols must be made as energy efficient
as possible. Among these protocols data transmission
protocols have much more importance in terms of energy,
Since the energy required for data transmission takes 70 %
of the total energy consumption of a wireless sensor
network.
To study this energy consumption cause and methods
adopted by various researchers to reduce consumption,
various research papers have been analyzed. Some of
them are quoted here which considered the security of
protocol too. There is always tradeoff requirement of
energy and security in sensor network as various attacks
can occur in network which steal or alter the information
which can be very destructive in emergency or highly
confidential information. We have considered recent
papers so that familiarity with latest issues can be done.
II.

PREVIOUS WORK

Roslin, S.E. [1] developed a hierarchical network for WSN
using genetic algorithm. This network controls the network
topology without affecting the network properties. The
impact of network performance is studied for various
network densities. From the quantitative analysis of the
proposed methodologies on the N-tier architecture with
various node densities, it has been proved that two tier
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architecture provides reduced energy consumption
compared to others. Hence a two tier WSN developed
using GA can be implemented in any hazardous
applications. Though genetic algorithm gives an optimized
list of cluster heads, there are possibilities of local minima.
This could be further improvised by simulated annealing
which results in global minima. The proposed work flow
chart in the paper is shown in figure 2.1.

Figure 2.1: flow chart of proposed work in [1]
A.S. Uma Maheswari [2] used a new method which is
based on AHYMN approaches and genetic algorithm is
represented to choose a cluster head in WSNs in
dynamically. Therefore, it is quicker and also more
accurate to detect the node with higher energy and to select
the cluster head. Moreover, this network has used nodes
with heterogeneous characteristics. Some of the
advantageous of heterogeneous nodes are: the long lifetime
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of networks, increase in network’s reliability and decrease
in data transference delay.
Kiranpreet Kaur [3] proposed EDCHBO a cluster head
selection algorithm for effective cluster head selection
which is improvement of HBO algorithm.

Figure 2.2: clustering in WSN
This algorithm considers the energy and distance factor as
parameter to improve cluster head selection. The main goal
of EDC-HBO is to enhance the network lifetime as well as
to improve the power consumption of network. Simulation
results show that EDC-HBO is more energy efficient than
LEACH and UCR protocol. As the WSN has data
redundancy, how to design and realize routing protocol
with optimal data aggregation will be our future research
work.
R.Aiyshwariya [4] introduced the hierarchical fuzzy
integral into the scheme in order to make the most criteria
that can influence energy efficiency become a single one to
determine the selection of the CHs, which is the main
innovation and improvement of the classical algorithms.
Moreover, the new scheme supports data fusion at CHs,
which can eliminate the redundant data effectively so as to
reduce the traffic and save the energy and this FMPDM is
cost wise beneficial than existing algorithms, The
simulation results demonstrate that the lifetime and energy
efficiency of FAHP is better than other classical
algorithms, time synchrony and fault tolerant problems are
overcomed by using FAHP process it also improves the
localization accuracy and efficiency, Classifying FAHP
with FMPDM it improves Consistency of Decision making
and also improves the parameters energy ,lifetime and
throughput will be efficient..It also improves Robustness.
Ebin Deni Raj [5] suggested new protocol EDRLEACH is
based on clustering with maximum lifetime for wireless
sensor networks. It improves LEACH by using a very
equally distributed cluster and decreasing the unequal
topology of the clusters. The new network protocol can be
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built on the shortcomings of Leach to try and rectify
them.The applications of the new algorithm are immense
as the life period has increased considerably.
Nabil Ali Alrajeh [6] analyzed that WSNs have special
vulnerabilities that do not exist in wire-line networks.
Therefore, our protocols can’t be simply transferred for
wire-line networks to WSNs. Protocols must be designed
with low computational power and low energy
requirements in mind. In this paper it has been seen some
of the protocols that are used, as well as some ways to
determine where to check packets, including a new game
theoretic approach in which it has been observed that by
allowing the attack to have some utility, author is able to
increase through energy saving for sufficiently large,
resource constrained networks.
Ajith Abraham [7] presented a survey paper which states
while designing a security mechanism, we must consider
the limited resources of WSNs. Anomaly-based IDSs are
lightweight in nature; however they create more false
alarms. Signature-based IDSs are suitable for relatively
large-sized WSNs; however they have some overheads
such as updating and inserting new signatures. Cross layer
IDSs are usually not recommended for networks having
resources limitations, as more energy and computation are
required for exchanging multilayer parameters.
Ioannis Krontiris [8] proposed the development of an
Intrusion Detection Program (IDP) which could detect
known attack patterns. An IDP does not eliminate the use
of any preventive mechanism but it works as the last
defensive mechanism in securing the system. Three
variants of genetic programming techniques namely Linear
Genetic
Programming
(LGP),
Multi-Expression
Programming (MEP) and Gene Expression Programming
(GEP) were evaluated to design IDP. Several indices are
used for comparisons and a detailed analysis of MEP
technique is provided. Empirical results reveal that genetic
programming technique could play a major role in
developing IDP, which are light weight and accurate when
compared to some of the conventional intrusion detection
systems based on machine learning paradigms.
Djallel Eddine Boubiche [9] considered the problem of
cooperative intrusion detection in wireless sensor networks
where the nodes are equipped with local detector modules
and have to identify the intruder in a distributed fashion.
The detector modules issue suspicions about an intrusion
in the sensor’s neighborhood. We formally define the
problem of intrusion detection and identify necessary and
sufficient conditions for its solvability. Based on these
conditions we develop a generic algorithm for intrusion
detection and present simulations and experiments which
show the effectiveness of our approach.
Shio Kumar Singh [10] introduced a new intrusion
detection system based on cross layer interaction between
the network, Mac and physical layers. Indeed it addressed
the problem of intrusion detection in a different way in
which the concept of cross layer is widely used leading to
the birth of a new type of IDS. The proposed is
experimentally evaluated using the NS simulator to
demonstrate its effectiveness in detecting different types of
attacks at multiple layers of the OSI model.
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A.Anbumozhi [11] illustrated MAC address based intruder
tracking system for cluster based wireless sensor networks.
This proposed system implements base station based
detection and thus is very energy-efficient for early
detection and prevention of security threats and attacks.
Early detection and prevention of the intruder by efficient
security system can prevent many problems like slowing
down of the network, sending of fake data, etc. By
designing a security system in which the Base Station (BS)
keeps track of the security of the Wireless network, high
security can be ensured without any significant energy
overheads on individual nodes and cluster heads.

Figure 2.3.Algorithm of our proposed IDS [11]
J. R. S. CEng [12] proposed the Extended Kalman Filter
(EKF) mechanism to filter the false data in sensor network.
The false data can be acted by some event namely
malicious, emergency event. Malicious event are acted by
intruders, and Emergency event are acted by some accident
occurrence eg. Fire. Intruders make the sensors to get the
false reading therefore EKF mechanism is proposed. EKF
monitors the behaviour of neighbours and predict their
future states, each node aims at setting up normal range of
the neighbor’s future transmitted aggregated values. Using
different aggregation functions (average, sum, max, and
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min), theoretical threshold value is calculated. Combining
Cumulative Summation (CUSUM) and Generalized
Likelihood Ratio (GLR) detection sensitivity can be
increased. Intrusion Detection Modules (IDM) and System
Monitoring Modules (SMM) work together in order to
provide intrusion detection capabilities for WSNs. EKF
address various uncertainties in WSNs and create an
effective local detection mechanism.
Nabil Ali Alrajeh [13] proposed an Advanced Intrusion
Detection System. It improves the detection rate and
efficiency so that almost all the Intrusions can be detected.
Also the system is applicable to small, medium as well as
large sized networks. That means it gives a wide range of
flexibility in detection of Intrusions compared to the other
existing systems. Also the energy efficiency and the
system life time is greatly improved.
Quazi Mamun [14] presented in detail a secure routing
protocol for WSN which is based on ant colonization
technique. Hello packets are used for surrounding
neighbor’s discovery. This mechanism uses forward ants
which collect and increment the reputation values along
the path. Similarly, destination node uses backward ants
which carry information and instruction from destination
node about route security. The proposed mechanism uses
two paths for data forwarding not only to overcome the
problem of node failure but also to increase the efficiency
of overall network. When compared to other routing
protocols such as iACO and LEACH, our proposed routing
scheme shows better performance in terms of end to end
delay, routing overheads, and data forwarding efficiency.
Furthermore, the proposed mechanisms show high data
delivery rate in the presence of malicious nodes.

Though genetic algorithm gives an optimized list of cluster
heads, there are possibilities of local minima. This could
be further improvised by simulated annealing which results
in global minima [1]. So to avoid this following will be our
key objectives which will be chased during our research
work:
 Cluster head selection in WSN will be done based on
topology. In the paper by S.Emalda Roslin two tier
topology was elected as best amongst one tier and
three tiers so two tier topology will be continued in
ours in which lower tier will consist of sensors and
upper tier consists of cluster heads.
 Hybrid Bacterial Foraging optimization with Particle
swarm optimization (BFO+PSO) will be used in place
of GA as global minima are avoided into it.
 Power aware routing will be added along with cluster
head selection. This routing will be based on energy
minimization and BFO+PSO will chose the minimum
energy path.
 Residual energy, bandwidth and memory will remain
as objective functions for the tuning of cluster head
positions.
In using optimization algorithm we need to use an
objective function which must be tuned to get optimal set
of tuning variables. In our case these sets are values of
bandwidth, residual energy and memory capacity which
are represented by x1,x2 and x3. The contribution of their
weights in deciding the node as a cluster head and for
routing the message is 0.2, 0.5 and 0.3 respectively. So an
objective function which is to be used can be represented
mathematically as:

III. SUGGESTED WORK

𝑀𝑎𝑥 𝑜𝑏𝑗 𝑓𝑢𝑛 = 0.2 × 𝑥1 + 0.5 × 𝑥2 + 0.3 × 𝑥3

The major challenges of WSN ar (i) restricted energy
supply (ii) informatics addressing method is not possible
(iii) has lesser information measure and memory capability
[6]. WSN provides redundant information in usual
resulting in higher quality of service (QOS). This
redundancy is suitable because it manages against node
failures. connectivity of the network is maintained
exploitation associate economical topology management
even within the incidence of node failure. The standing of
the node is flexible based on its resource limitations. At
any instant of time a node will be in any of the potential
four states specifically Transmission, Reception, Idle and
Sleep. Energy consumed by the node for sleep condition is
a smaller amount when put next with the opposite states.
so as to limit the idle nodes energy consumption, few
nodes within the network are created active whereas the
remaining nodes are created inactive (sleep). information
transmission to the sink node takes place via the active
nodes over a reduced configuration. By sporadically
dynamic the states of the nodes by means that of bunch, a
dynamic reduced topology is obtained to reinforce the
network period.
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This function is to be maximized so that the cluster head
contains maximum available resources.
IV. CONCLUSION
Wireless network is always backed by the battery
constraint. Each WSN node has a limited battery source
and once it is exhausted, it has to be replaced to keep the
node in function. A lot of researcher are working towards
developing algorithm which reduces energy consumption
while WSN communication and security mechanism. Due
to challenges in this field we have selected this field for
our research work. Power aware routing seems to be
useful along with cluster head selection. This routing will
be based on energy minimization and BFO+PSO to chose
the minimum energy path. We have observed that many
researcher have worked towards the clustering of nodes
using optimization algorithms but this approach to reduce
the energy consumption holds lot of promise for future
work.
V.
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