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Abstract-Security has been significant issue in computer networks. It becomes more critical issue when we come to the 

wireless networks and specifically Mobile AdHoc Networks (MANETs). There have been a number of security attacks 

in Mobile AdHoc networks but Black Hole and Gray Hole attacks are most popular attacks among all.  This paper 

presents a survey on Black Hole and Gray Hole attacks and countermeasures for Secure Data Dissemination. 

Keywords—MANET, Security Attacks, Black Hole Attack, Gray Hole Attack, Secure Data Dissemination.    

 

I. INTRODUCTION 

Since the inception of computer networks security remains 

very critical issue.           

In wireless network, the route is dynamically selected on the 

basis of various network parameters and the corresponding 

routing entries are calculated at each hop to maintain the 

record of the route. New entries are calculated if the old one(s) 

are affected by factors such as change in topology.  

[1] Presents well known Diffie-Hellman algorithm for key 

exchange which is used in most of the key exchange cases till 

date. [2] Presents the MD5 Message-Digest Algorithm for 

securing data. Since there is no fixed position in MANETs, 

the Global positioning type of route selection mechanism 

becomes very important. AODV [3] is key protocol of 

MANETs which actually is prone to the security attacks.  

Over the few years some security protocols have been 

proposed by research community for MANETs. These 

protocols are studied form different perspective keeping in 

view of the properties and constraints of these networks. 

There are a number of types of attacks however the main 

security attacks in Mobile Ad Hoc Networks are the Black 

Hole and Gray Hole attacks. Here a systematic literature 

review is given over the period. 

 

II. REVIEW ON VARIOUS SECURITY ATTACKS AND 

COUNTERMEASURES  

Tamilselvan et. al.[4] focused on the importance of AODV 

(Ad hoc on demand Distance Vector) protocol and its security 

issues. Security issues particularly the black hole attack is 

discussed in the paper. They discussed about detecting the 

malicious node in the network and then removing that node 

from the network. 

Djenouri et. al.[5] Proposed a novel monitoring approach to 

tackle the denial of service attack which uses the Bayesian 

technique for the purpose of judgment. 

Mary et. al.[6] presents mobile ad hoc networks with nodes 

having their own mobility and connected with each other 

using the wireless links for communication. They also 

describes about the dynamic nature of the ad hoc network and 

hence discusses the different vulnerabilities in the networks. 

Paper discusses the techniques on how to achieve the security 

measures in the process of communication. While the 

discussion of security black hole attack was discussed and 

along with it malicious nodes and their effects are also 

discussed. This technique uses advertising to find the shortest 

path from the source node to the destination node. The 

proposed scheme in the paper aims on using Multicast Ad-hoc 

On Demand Distance Vector Routing (MAODV) for the 

implementation purpose. 

Subathra  et. al.[7] describes the mobile ad hoc network as the 

collection of wireless nodes responsible for communication 

without the help of infrastructure. As it is infrastructure less 

and hence nodes play a key role in providing the functionality 

of the infrastructure as much as possible. The author also 

points out the importance of Dynamic Source Routing (DSR) 

in the mobile ad hoc network but on the other hand also points 

out the security issues with the corresponding protocol. The 

most significant attack on the network being the black hole 

attack with the help of malicious nodes. The author proposes 

a solution to discover a secure route from the source to the 

destination by avoiding the malicious nodes. 

Bhalaji et. al.[8] aims to focus on the problems encountered 

by the ad hoc networks. The author’s research was based on a 

cooperative environment. The primary aim of this paper was 

to focus on the security and multi hop problem faced by the 

mobile ad hoc networks. It was observed that security 

problems were comparatively more in wireless 

communication when compared to wired ones. They also 
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discusses about the black hole attack along with the 

cooperative black hole attack.  

Tseng  et. al.[9] Presented the black hole attack that prevail in 

the mobile ad hoc networks with the nodes having their own 

mobility. The security issues have been discussed in this paper 

related to the black hole attack. In this paper a survey has been 

done on the existing solution to these attacks and found out 

merits and demerits related to these techniques. 

Umaparvathi et. al.[10] discusses about the mobile ad hoc 

network for the purpose of communication between the two 

different nodes. An important concept to keep in mind is that 

the packets that are sent from the source to the destination 

contain a number of intermediate nodes. Bringing the security 

reasons into consideration as it is easy to intercept the 

message as the message is supposed to flow through the node 

and modifying the node is also easy and a major security 

breech. One of such attack is the black hole attack that has 

been discussed in the paper by the author. 

Sen[11] discussed about mobile ad hoc network which is 

described as collection of nodes for the purpose of 

communication using the multi hop technique. The author of 

this paper tries to give his opinion on the security concerns 

and its preventions. Out of all the layers in the OSI model the 

main reason of concern is the network layer and in this paper 

the challenges related to the network layer are discussed. To 

achieve all the goals Ad hoc on demand distance vector 

routing (AODV) is used. The most popular attack (Black hole 

attack) and its consequences are discussed with simulations. 

The only disadvantage being that the proposed mechanism is 

not applicable on the cryptographic system. 

Su[12] describes the black hole attack on the mobile ad hoc 

network which is performed with the help of malicious nodes 

as forcefully acquiring the complete route from the source to 

the destination. A specific type of attack being the selective 

black hole attack in which malicious node selectively drops 

the packets coming from the source and tries to act as a normal 

node. This paper focuses its attention on the intrusion 

detection system on the mobile ad hoc network for the 

purpose of detection and then prevention from the selective 

black hole attack. Focus is given on the sniff mode while 

transmission takes place. Works with the concept of suspicion 

value and the concept of thresholding. Once the threshold 

value is exceeded the broadcasting of block message is send 

to all the nodes. 

Mohanapriya et. al.[13] presented the performance in the DSR 

protocol and provide a solution for the attack called Enhanced 

Dynamic Source Routing (EDSR) Protocol. It detects the no 

packets reaching the destination and detects the blackhole. 

The protocol results in increase in packet delivery and loss in 

packet loss ratio. 

Yi at. al. [14] Described an adaptive approach to detect the 

blackhole using the path based method on the next hop action 

.It uses a collision detection method to detect the malicious 

nodes which helps in saving the resources. The method used 

with DSR helped to improve detection rate as it becomes more 

than 90%.   

Umaparvathi et. al.[15] Considers a fact that the 

communication process between the nodes needs cooperation 

from other nodes. The information interception and 

modification is considered in this paper. This paper also 

discusses the impact of black hole attack on the 

communication network. The proposed mechanism is a secure 

routing protocol named as Two Tier secure Adhoc On-

Demand Distance Vector (TTSAODV) which is a 

modification to Adhoc On-Demand Distance Vector (AODV) 

routing protocol. 

Usha[16] in this paper is trying to say that the most prone 

attack in the MANETS are the blackhole attack because of the 

dynamic infrastructure and the freely moving mobile 

nodes.Mostly in blackhole attacks the packets are dropped and 

the routes are changed.The simulation uses the AODV 

protocol and the results showed that that the packet drop 

drastically and the overhead as well as packet delivery ratio 

increases leading to the deterioration of the MANET.  

Medadianet.al.[17] discussed about the black hole attack that 

prevails in the mobile ad hoc networks. This paper considers 

a network with mobile nodes and wireless links for the 

purpose of communication. The main protocol that is used for 

the implementation is Ad hoc networks is AODV (Ad hoc on 

demand Distance Vector) protocol. Keeping the security 

issues in mind the author also focuses on the black hole attack 

that is prevalent in the mobile ad hoc network. The author also 

kept malicious nodes in mind while simulation is carried out. 

Arunmozhi  et. al.[18] talks about the mobile ad hoc network 

with mobile nodes having their own speed. An attack on 

mobile ad hoc network i.e. black hole attack is discussed with 

its security concerns. It is observed by various authors that the 

network traffic can be obtained from the network which is 

also considered as an attack. The author takes a defensive 

scheme for the purpose of detecting a black hole node in the 

paper. As the author keeps the security measures in mind, the 

use of destination sequence number is used which are updated 

dynamically. 

Mahmood  et. al. [19] Presented a black hole attack which 

consists of both the random as well as the critical nodes. in 

both critical nodes are important as they are present in most 

of the paths from source to the destination. The new attack 

affects the packet delivery ratio, overhead and delay 

drastically. 

Peer et. al. [20] Presented both the attacks i.e. wormhole and 

blackhole attacks in secure VBOR for MANETs. VBOR is the 

base and the keys are exchanged with the help of the residual 

energy of the nodes. 

Zougagh et. al.[21] Reported an attack in which the nodes 

which are adjacent to each other cooperate and helps in 

finding the intrusion, prevent the disruption of the topology 

and keep a check on the no of route to the destination node. 

Mohanapriya et. al.[22] Analysed the performance in the DSR 

protocol and provide a solution for the attack called Enhanced 

Dynamic Source Routing (EDSR) Protocol. It detects the no 

packets reaching the destination and detects the blackhole. 

The protocol results in increase in packet delivery and loss in 

packet loss ratio. 

Baadache et. al.[23]  Proposed an end to end 

acknowledgement method for black hole attack in MANETs. 

They included acknowledgement of the message at the 

senders and at the destination. If any anomaly is found 

between it checks the route through which the packets were 

forward. The detection ratio, delivery ratio and additional 
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overhead improve as compare to the previous 2 hop ACK and 

watchdog approach. 

Rajesh et. al.[24]evaluated the performance of DSR protocol 

under the black hole attack scenario. They showed that the 

throughput degrades by significantly as well as the end to end 

delay increases drastically when simulated with Dynamic 

Source Routing Protocol. 

Mohanapriya et. al.[25] Proposed a Modified Dynamic 

Source routing Protocol (MDSR) which includes the Intrusion 

Detection System (IDS) mainly designed for the selective 

blackhole attack in which the packets are dropped 

selectively.The IDS detects the indifferent behaviour and the 

block message is passed to all the nodes to isolate the 

blackhole. 

 Selvavinayaki et. al.[26] Proposed a New Enhanced 

Proactive Secret Sharing Scheme (NEPSSS) to maintain the 

data confidentiality, integrity and authenticity. The proposed 

algorithm consists of mainly two parts one is to achieve trust 

and second is to provide data authenticity and integrity. The 

simulation points to the better packet delivery ratio, decrease 

in delays and less packet overhead. 

Ahmed et. al.[27] proposed approach used a reliable and low 

control overhead approach named as the bullet proof 

verification method consisting of two phase detection and 

verification. In detection a suspicious node is found and in 

verification an encrypted verification message is passed 

through the whole route to check the suspicion in the hop 

count, destination sequence number or the hop distance. They 

claimed better simulation results decreasing the probability of 

a black hole attack. 

Baburaj et. al.[28] proposed an efficient routing mechanism 

for prevention of both the key attacks i.e. wormhole as well as 

black-hole attacks. DTN or Distribution Tolerant Networks 

are wireless communication methods with no path between 

the source and the destination that is why they are prone to the 

common blac-khole and wormhole attack which are certainly 

caused by change in the RREP’s. These attacks are 

responsible for the transfer of packets to the suspicious 

location. The lack of proper security is the reason for non 

identification of proper valid routes. To counter with this 

problem a novel key generation mechanism is introduced 

which consequently provide security to the wireless network. 

They have supported their mechanism with the help of 

simulations. 

Zougagh et. al.[29] reported a novel approach in OLSR for 

detecting black hole attack. The nodes uses protocol like 

Optimised link state protocol to communicate with each other. 

They proposes a cooperative black hole attack in which the 

nodes coordinate with each other to analyze the neighborhood 

.This prevents routes to the target node. 

Ding et. al.[30] reported a black hole attack model and 

simulated it for showing that the main malicious activities 

take place on AODV. It is fact that due to wide application of 

the MANETS the security has become an important issue to 

counter the black hole attacks .The blackhole attacks 

vulnerabilities are found mainly by using it with AODV 

protocol on the NS2 network by taking different malicious 

nodes and simulating it at different intensities. The different 

results pave way for the researchers to research on the new 

security advancements in the fields of the MANET security. 

 Hu et. al. [31] presented the attacks against routing in ad hoc 

networks, and the design and performance evaluation of a new 

secure on-demand ad hoc network routing protocol which 

they gave the name Ariadne. They also disabused about 

attackers from tampering with uncompromised routes which 

consists of uncompromised nodes, and also from a number of 

Denial-of-Service attacks. They presented the general idea of 

various attacks and the various preventive approaches to 

prevent the attacks. Imrich Chlamtac et. al. [32] describes a 

survey on the then challenges in MANETs.  

Papadimitratos et al. [33, 34] reported SMT, Hu et al. [35] 

proposed SEAD, Wu et al. [36] presented a survey, Li et al. 

[37] proposed a routing security algorithm, Komninos et al. 

[38] reported the main security issues in MANETs. Xiaopeng 

et al. [39] talks about Grayhole attack, Mavropodi [40] 

proposed SecMR, Komninos et al. [41] presented the layered 

security mechanism, Zhao et al. [42], Marchang et al.  [43] 

and Yeun et al. [44] also proposed the security approaches 

related to the same area. Cordasco et al. [45] compared 

SAODV and TAODV. Kim et al [46], Dutta et al. [47], Su 

[48] proposed WARP, Makri et al. [49] and Su [50] also taken 

care about the security concern of MANETs. Khalil et al. [51] 

and Mulert et al. [52] presented the security issue in their own 

way including the simulation to the case study type reports. 

Bhalaji et al. [53] reported Grayhole attack with Dynamic 

nature.  

III. CONCLUSION 

In this paper we reviewed a number of papers related to 

security attacks in Mobile AdHoc Networks. We reviewed the 

Black Hole Attacks and Also the Gray Hole Attacks and their 

countermeasures for secure data dissemination.   
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